GLOBAL TEMPLATE i GT-452/VERSION 2.0

GRANTING ACCESS RIGHTS GLOBAL MESSAGE
SERVICES

Technical Plan
Protocol JSON API

1. Access rules.

185.46.91.38
185.46.91.39 443
- Allow Permanent
185.46.91.40 ICMP
185.9.41.80
185.46.91.38
185.46.91.39
- 1P Allow Permanent
185.46.91.40
185.9.41.80

Note: You must use public IP addresses for all devices. Not allowed to use private addresses according
to RFC-1918. The following IP address ranges are defined in RFC-1918 as private IP addresses.

10.0.0.0 - 10.255.255.255
172.16.0.0 - 172.31.255.255
192.168.0.0 - 192.168.255.255

2. Available communication channels

Table 1. Allowed communication channels

Yes Yes Yes

* - should be specified for each HTTP login.

3. Protocol description

A Protocol is required to send Messages via a few communication channels.

If a Message has been delivered via any communication channels, further Message sending to other
channels is stopped.

Access details and URL

Table 2. Connection parameters
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GMSU Role Server Client
CP Role Client Server
URL of the . - . . To be done by CP
server https://api-v2.hyber.im/{client_id} or must be
deleted
HTTP Method POST POST
https://dr-
URLs of the v2.hyber.im/{client_id}/api/dr/{message_id}/advanced e A
DR or must be
(detail report) hitps://dr- deleted
P 2.hyber.im/{client_id}/api/dr/external/{extra_id}/advanced
https://dr-
URLs of the v2.hyber.im/{client_id}/api/dr/{message_id}/simple el el
DR or must be
(detail report) hitps://dr- deleted
P v2.hyber.im/{client_id}/api/dr/external/{extra_id}/simple
185.46.91.38
IIT_ Adtdress of To be done by CP 185.46.91.39
clien 185.46.91.40
185.9.41.80
HTTP )
Authentication X Basic X None
To be done by CP
Mandatory Content-Type: application/json g
or must be
header
deleted
To be done by CP
HTTP Login To be done by CP or must be
deleted
To be done by CP
HTTP To be done by CP or must be
Password
deleted

Table 3. Parameters of the PUSH application

FCM API key for Android To be done by The firebase console key that is created for
CP firebase massage
Tobe d b The firebase console key that is created for
FCM API key for iOS obe Csne Y| firebase massage
(may be similar to the key for android)
To be d b Hash amount deducted from the "signed"
Android fingerprint ° eC;)ne y application (calculated based on the login /
password of this application)
. To be done by
los bundle id cp Matches the package name of the program
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Generated by our system (portal) at the
application ID By GMSU institution of the listed parameters = Mobile
client API Kay

4. Examples of requests

Sending of corresponding Message texts via defined channels
{
"phone_number": 380673957702,
"extra_id": "4232j4h89932kjhs",
"callback_url": "https://send-dr-here.com”,
"start_time": "2016-12-12 10:10:10",
"tag™ "Campaign name”,
"channels™: [
"push”,
"viber",
"sms"
1
"channel_options": {
"sms"; {
"text": "Text for SMS",
"alpha_name": "OldDogs Inc",
"ttl": 60
h
"viber": {
"text": "Text for Viber",
"ttl": 60,
"img": "http://olddogs.org/logo.png",
"caption™: "Old Dogs need you!",
"action": "http://olddogs.org"
h
"push”: {
"text": "Text for Push",
"ttlI": 60,
"title™: "Title for Push”,
"img": "http://olddogs.org/logo.png",
"caption": "Old Dogs need you!",
"action": "http://olddogs.org"

The value of the field alpha_name indicates the viber service. The link alpha_name and the viber
service are indicated on the GMS side.

Table 4. Description of request parameters
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User’s phone number shall
1| phone_number | Yes 380961111111 be specified in the
P - international format E.164
without “+” character.
Unique Message External identifier of the
2 tra id N identifier. Message (specified by the
extral ° Maximum length — | Customer).
64 characters
3 URL of reports Message reports will be
callback_ur No delivery sent to this URL.
Shall be specified in | Scheduled date of
4 start_time No the following format: distribution start. Ser\(er
- vy HH: hardware uses local time
-mm-dd liizss in Kiev.
5 | tag No Distribution name Maximum length is 63
characters.
List of Message
transmlssm_n List of communication
channels with TTL. channels. Any
6 h | Yes [ unduplicated combination
channets "push”, is possible, for example,
iber", Viber + SMS.
“Sms“
1
. . Set of channel Have to be spgmfl?d for
channel_options | Yes . each communication
optional parameters
channel
If one Message text is
going to be delivered to all
numbers from the list.
Message Text for SM.S.text requirements:
Cyrillic characters (up to
each .
8 text D 335 characters), Latin
X Yes communication
characters (up to 765
channel
characters).
Message text
requirements: up to 1000
characters (Cyrillic and
Latin characters).
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Alphanumeric name:
maximum length is 11
characters, may begin with
a number. Alphanumeric
] name may consist of GSM
9 alpha_name Yes (for sms channel) Alphanumeric name | 7 bit default alphabet table
characters only. The value
of the field alpha_name
indicates the viber service.
The link alpha_name and
the viber service are
indicated on the GMS side.

Possible values:

Message TTL

10 | Yes "Message lifetime” | PUSH - 30..86400
for dedicated Viber - 30..86400
channel SMS — 30..259200

11 URL to animage on

img No* the Internet Max length 255 characters
12 caption No* The button name Max length 20 characters
URL to a site where
13 action No* ?OLrJ\;:rr dVéi::: it:ehe /she Max length 255 characters
clicks the button
14 title Yes Title for PUSH Max length 100 characters

Message

* - it is possible to send only the picture via the communication channels PUSH, Viber.

5.1. Response

Is delivered to the Customer as a response to the request

{"'message_id"" d5569ed4-6ff9-5078-8be3-fOblalf6e5fe"}

Table 5. Description of response parameters

1 message_id uuid created id of the Message

If a request contained an error or was incompatible with connection settings, the response will be of
the following form, including error description:
{"error_code":1130,"error_text":"Incorrect password"}

* — full list of error codes is provided upon the additional request

Page 5 of 12



GLOBAL TEMPLATE i GT-452/VERSION 2.0

GRANTING ACCESS RIGHTS GLOBAL MESSAGE
SERVICES

5.2 Receiving a Message status report

Once the status in the GMS’s system is updated, the Message is sent to the Customer URL in a json
format (http, https).

If the address has not been specified, reports on Messages delivery will not be sent to the Customer.

Report example:

{"number":380952822436,"sent_via":"sms","message_id":d5569ed4-6{f9-5078-8be3-
fOblalf6ebfe,"time":1477417294667,"status":2,"substatus™.23,"hyber_status":23011}

Table 6. Description of Message sending status parameters

1 number 380952822436 Phone number of a Customer
9 sent_via Viber A channel of successful Message delivery (Viber,
SMS)
d5569ed4-6ff9-
3 message_id 5078-8be3- A unique id of the Message
fOblalf6e5fe
4 time 477417294667 Time of I\./Iessage.delllvery a.s.per GMT 0.13
characters in the unix time (milliseconds) format
Message status
5 status 2 1—in-delivery
2 — successfully delivered
3 — processing or delivery error
6 substatus 23 Extended Message status
7 hyber_status 23011 Extended Message status
8 extra_id 33458584239 External ID of the Message, w.hich was specified by
the Customer when sending the message.

The sub status parameter may take on the following values:

11 — sending has been started

12 — accepted for processing

35 — Message has not been delivered within TTL

37 — SMS Message delivery error

23 — Message delivered

24 - The message was viewed by a Viber subscriber
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The hyber_status parameter may take on the following values:

23022 - delivered as PUSH
23011 - delivered as SMS

23033 - delivered as Viber
24013 - The message was viewed by a Viber subscriber

Table 7. hyber_status values for PUSH

36152 Push settings for client not found
36162 Push abonent not allowed receive push
36172 Push abonent not found in database
36192 Push word in black list

36202 Push abonent’s fcm token not found
37012 Push request timeout

37022 Push internal error

37032 Push unknown response status

35015 Push expired

28012 Push overdue delivered

Table 8. hyber_status values for Viber

36013 SRVC_INTERNAL_FAILURE

36023 SRVC_BAD_SERVICE_ID

36033 SRVC_BAD_DATA

36043 SRVC_BLOCKED_MESSAGE_TYPE
36053 SRVC_BAD_MESSAGE_TYPE
36063 SRVC_BAD_PARAMETERS

36073 SRVC_TIMEOUT

36083 SRVC_USER_BLOCKED

36093 SRVC_NOT_VIBER_USER

36103 SRVC_NO_SUITABLE_DEVICE
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36113 SRVC_UNAUTHORIZED_IP

36123 SRVC_ALREADY_SENT

36133 SRVC_NOT_PERMITTED

36143 SRVC_BILLING_FAILURE

36163 GMS_INTERNAL_ERROR_SEND
36153 GMS_VIBER_WORD_IN_BLACK_LIST

Table 9. hyber_status values for SMS

36011 ENROUTE Message sent

23011 DELIVRD Message delivered

35015 EXPIRED Message has not been delivered within TTL
36021 DELETED Message deleted

36031 UNDELIV Message cannot be delivered

12011 ACCEPTD Message accepted

36041 UNKNOWN Message status is unknown

36051 REJECTED Message rejected

* - full list of status values is provided on an additional request.

5.3. Response to a Message status report

The Provider expects to receive a response of the following form: HTTP 200 OK

6. Detailed report on Messages

A request for a detailed report on Message status allows obtaining more detailed information
on the status of Messaged processing.

A simple Message delivery report may be requested by the Message identifier (received via API
in the course of Messages creation: message_id) or by the additional identifier (set by the Customer in
JSON: extra_id).

To receive the report using Message identifier, the following URLs shall be used:
https://dr-v2.hyber.im/{client_id}/api/dr/{message_id}/simple

To receive the report using the additional identifier, the following URLs shall be used: https://dr-
v2.hyber.im/{client_id}/api/dr/external/{extra_id}/simple
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A detailed Message delivery report may be requested by the Message identifier (received via
APl in the course of Messages creation: message_id) or by the additional identifier (set by the Customer
in JSON: extra_id).

To receive the report using Message identifier, the following URLs shall be used:
https://dr-v2.hyber.im/{client_id}/api/dr/{message_id}/advanced

To receive the report using the additional identifier, the following URLs shall be used: https://dr-
v2.hyber.im/{client_id}/api/dr/external/{extra_id}/advanced

An effective list of URLs is given in Table 1. Connection parameters.

In any case, the request shall be provided with a basic authentication HTTP, with a login and a
password specified for the Customer (see parameters in the Section above as to request submission):

An example of detailed request status:
{
"delivered_via": "sms",
"started™ true,
"processing": false,
"channels": [
{
"channel": "viber",
"ttl": 60
h
{

"channel™ "sms",
"ttl": 60
}
1
"reports": [
{
"phone_number": 380952826858,
"last_partner": "viber",
"message_id": d5569ed4-6ff9-5078-8be3-fOblalf6ebfe,
"extra_id": "87074",
"time": -1,
"status™: 3,
"substatus™: 35,

"message_id™ -6f9- - -
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